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A password-less SSH key pair is needed if you want to use the QuantumATK Job Manager for executing
and managing QuantumATK jobs on a remote computing cluster. This tutorial shows you how to

1. create a pair of public and private SSH keys;
2. add the public key to the list of authorized SSH keys on the remote cluster;
3. check that the password-less SSH connection works properly.

We provide detailed instructions for Windows, Linux, and OS X.

Create a pair of public and private SSH keys

Windows

You need to install a bit of specialized software to generate SSH keys and establish SSH connections on
Windows. PUTTY and PuTTYgen are popular choices. Download and install them both.

e Open PuTTYgen and click Generateto create a key pair. Do not use a key passphrase.



E PuTTY Key Generator @

File Key Conversions Help
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Actions

Generate a public/private key pair |GE-'|"I'E-‘E’[ME.'|
Load an existing private ey file | Load |
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(") 55H-1 (RSA) @ 55H-2 RSA (") 55H-2 DSA

Mumber of bits in a generated key: 20438

e (o to Conversions » Export OpenSSH key to export and save the private key. Save it as
QuantumATK rsa in the folder Computer/LocalDisk(C:)/Users/user/.quantumatk/ (adapt the path if it
differs on your local machine. In particular, replace “user” with a proper username).
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Public key for pasting into Open55H autharzed_keys file:

sshTsa -
AAAABINzaCTyc ZEAAAABIGAAAG EACh I ZP kp DZootxdxo Ub6378bFDellso &H1lo
tqoocICURfalwVObVFSFHRewH TrX52z00IMJ LmSohzZwRe HvjCw P AWm TSQ4gR5Gql |i|
z012qVk LW6n! 1 Dk FirXKRreciJGt Z Tw3GF/EhbtpBoMJ 1uO8DE1 13LUIebkg DXMaCg

ADS1DQleBBtZ2VEb & VBaXrdwROtgs 00 Up PRdHvgl64iPJUuH 7pCikewOG le lemnZbD

Key fingerprint : gshsa 2048 14:31:28:26:ed:0c.d6:01:94: 82 Fc:12: 1a:88:46: 7
Key comment: rsatey-20160216

Key passphrase:
Confirm passphrase:

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file | Load |

Save the generated key Save public key | | Save private key |

Parameters

Type of key to generate:
(71 55H-1 (RSA) @ S5H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 2048

? Save private key as: @

@O{| . v Computer » Local Disk (C:) » Users » stradi » wnl » v|‘?|| Search .vnl p|

Organize * New folder B==
%% Dropbox o Mame Date modified Type Size

. example_project_2015.1 04-12-2015 03:21 File folder

= Libraries = ) ~ _ ) ) .
| main 16-02-2016 20:51 Configuration sett... 1KB

3 Documents

J‘- Music

[e=| Pictures T

EE Videos

Q% Homegroup

m

1M Computer
£, Local Disk (C)

?j Network

File name: | VNL_rsa ] -

Save as type: | All Files (*.%) v]

“ Hide Folders [ Save Jl ’ Cancel ]

e Right-click the public key area and copy the text.
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Public key for pasting into Open55H authorized _lkeys file:

ssh-sa -
AAAABIMNzaC lycZEAAAABIQAAALEAch S ZP! kp D Zootudan Ub65Zj8b FDellsofxH 1o
goxJICURfalwVObVFSIHRewH TrXsZz00IN) LmSohzZwReHvjCx P AMNWm TSQ4gR5Gg]
Ol2qVikLWen 1 0k FIrXKRrecjGt £ 1w 3GF/EhbApBoMJ 1u0O8DE113LUIebkg D¥Malg
AD81DQle BBt VEb & VBaXrdwRCtgs 00 Up PAdHvgl64iPJLuH 7pClikwOG 1e Temndb D g

e Paste the public key into an editor (e.g. Notepad) and save it as QuantumATK rsa.pub in the
.quantumatk/ folder.

Linux and OS X

These operating systems should by default offer the software you need.

e Open a Terminal window, and navigate to the folder /home/user/.ssh . Replace “user” with a proper
username.
e Check if a set of keys are already generated ( id rsa and id rsa.pub ).

o [f they are, you need to check if they are password-less: Check if the second line of
/home/user/.ssh/id_rsa says “ENCRYPTED".

o If yes, the key pair is not password-less, and you need to generate a new pair.

o If no, copy the key pair to the folder /home/user/.quantumatk/ and give them the prefix
“QuantumATK” ( /home/user/.quantumatk/QuantumATK rsa and

/home/user/.quantumatk/QuantumATK rsa.pub ). Then proceed to the section Add the public key to

authorized SSH keys on the remote cluster.

Use the ssh-keygen command to generate a new SSH kay pair:

$ ssh-keygen

Choose /home/user/.quantumatk/QuantumATK rsa for the file name.
Do not use a key passphrase! Simply hit enter when asked for the passphrase.
You should now have public ( QuantumATK rsa.pub ) and private ( QuantumATK rsa ) SSH keys in the folder

/home/user/.quantumatk .



® S G Terminal

@ :~% c¢d .ssh

@ : $ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/home/stradi/.ssh/id rsa): /home/stradi/.vnl/VNL rsa
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/stradi/.vnl/VNL rsa.
Your public key has been saved in /home/stradi/.vnl/VNL rsa.pub.
The key fingerprint is:
53:da:db:e8:31:b4:0a:e0:0f:68:32:95:7T4:94:6a:b2 stradi@stradi
The key's randomart image is:
+--[ RSA 2048]----+

Add the public key to authorized SSH keys on the remote cluster

Next, you need to append your public SSH key to the list of authorized keys on the remote cluster.

You may need your cluster administrator to do this for you. Anyway, below we show how to do it in the
case you have access to do it.

Linux and OS X

Use the ssh-copy-id command:

ssh-copy-id -i /home/user/.quantumatk/QuantumATK rsa username@HOST.CLUSTER.EDU

and enter your password when prompted. Your public key should now be appended to the file
/home/user/.ssh/authorized keys on the cluster.

Windows

You need to log on to the cluster and manually add the key.

e Open PuTTY in your computer, enter the remote hostname, and click Open.



ﬁ PuTTY Configuration

Category:
=- Sgassjun Basic options for your PuTTY session
g _l_i"" L.nglging Specify the destination you want to connect to
;Eml'nlizsbnard Host Mame (or IP address)
. Bell HOST.CLUSTER.EDU
. Features Connection type:
= Window (" Raw () Telnet ) Rlogin @ S5H () Seral
: ?;EEE!EHCE Load, save or delete a stored session
- Behaviour
‘.. Translation Saved Sessions
- Selection
. i Colours :
Default Settings
(=1~ Connection i
é.... Frml' S
- Telnet Delete
-- S55H
""" Senal Close window on exit:
) Mways () Newver @ Only on clean exit
About Open | Cancel

Fig. 32 Replace HOST.CLUSTER.EDU with the proper hostname.

¢ Append the contents of your public key (the one with .pub extension) to the file
/home/user/.ssh/authorized keys and save it.
e Exit the remote cluster and go to the next section to test the setup.

Test the password-less SSH connection

We here provide an QuantumATK script that attempts to establish a connection to the remote cluster, and
reports back if the connection was successfully established.

e Download the script & ssh_test.py and edit the connection settings in lines 7 to 9 (key_dir, hostname,
and username).



1 from NL.ComputerScienceUtilities.SSHConnection import SSHConnection
2 import os

3

4 A e T ] #

5 # Edit only these 3 settings

6 A ] #

7 key dir = 'path to SSH keys'

8 hostname = 'HOST.CLUSTER.EDU'

9 username = 'my user name'

10

11 B om oo #

12 port = 22

13 ok = os.path.isdir(key dir)

14 if ok:

15 print("Sucessfully found local dir with SSH keys.")

16 con = SSHConnection(hostname, port, username, key dir)
17 con.connect ()

18 ok = con.isConnected()

19
20 if ok:
21 print("Connection succesful.")
22 else:
23 print("Error: Could not find local dir with SSH keys.")
24 B om e #

e Execute it from command line:

$ atkpython ssh test.py
¢ If the test passes, the lines following lines are printed:

Successfully found local dir with SSH keys.
Connection successful.

You should now be ready to use the QuantumATK Job Manager for running your QuantumATK jobs on
the remote cluster, see the tutorial Job Manager for remote execution of QuantumATK scripts.
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